
 

 

 
 

Module 3:   
Self-Protection 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Terminal Objective:  At the completion of this 
module you will be able to detail the ways terrorism 
can harm responders and the specific protective 
actions said responders should take.In
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Enabling Objectives 
 
After completing this module, you will 
be able to: 
 
• identify characteristics of the seven 

common types of harm; 
• contrast the value of different self-

protective measures in dealing with 
the seven common types of harm; 

• differentiate among the hazards that 
can occur at various incidents; and 

• relate the protective measures of 
time, distance, and shielding to 
various incidents.  

 

 
 
SELF-PROTECTION 
 
As already mentioned in the course, your 
self-protection as an initial responder is 
critical so that you can do your job 
effectively and not become a victim.  
Your exercise of sound judgment and 
use of your personal protective 
equipment (PPE) according to design 
specifications are your initial steps to 
protecting yourself.  However, there are 
various protective countermeasures for 
the seven common types of hazards.  In 
this module you will learn how these 
countermeasures, depending on the type 
of incident, are useful allies of the first 
responder.  But, remember that self-
protection isn't just a training program, 
or equipment, it's a mindset as well. 
 
 
RECOGNIZING HAZARDS AND 
THEIR PHYSICAL EFFECTS 
 
You could arrive at a potential terrorist 
incident and not really know what you're 
up against.  In fact, that's the most 
probable situation you'll deal with. Your 

first concern must be self-protection.  
You must recognize the various hazards 
that may be present at any kind of 
incident:  biological, nuclear, incendiary, 
chemical, or explosive (B-NICE).  You 
need to remember, too, that a single 
incident can present a variety of hazards, 
and exposure can be fatal. 
 
One commonly accepted classification 
identifies seven types of harm you can 
encounter at an incident:  thermal, 
radiological, asphyxiative, chemical, 
etiological, mechanical and 
psychological.  The acronym, 
TRACEM-P, is an easy way to 
remember them.  Since each has 
different harmful effects, let's take a 
brief look at each. 
 
 
Thermal 
 
Thermal harm is the result of exposure 
to the extremes of heat and cold.  Here 
we will examine only heat, but cold can 
be equally harmful.  
 
As you have learned elsewhere, heat 
travels by one of four methods:  
conduction, convection, radiation, and 
direct flame contact.  
 
 
Radiological 
 
Radiation, as used in this section, refers 
to nuclear radiation, not radiation as a 
type of heat transfer.  There are three 
types of nuclear radiation that the first 
responder should be familiar with:  
alpha, beta, and gamma.  Alpha and beta 
radiation are found as particles, while 
gamma radiation is found in the form of 
rays.  
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Alpha radiation is the least penetrating 
of the three, and is not considered 
dangerous unless alpha-contaminated 
particles enter the body.  Once inside the 
body, alpha radiation will damage 
internal organs. 
 
Beta radiation is more penetrating than 
alpha radiation.  Beta-contaminated 
particles can damage skin tissue, and can 
harm internal organs if they enter the 
body. 
 
 

The use of PPE including self-contained 
breathing apparatus (SCBA) will greatly 
enhance the emergency responder's 
safety when dealing with alpha or beta 
radiation. 
 
Gamma radiation has great penetrating 
power.  Gamma rays are high-energy, 
ionizing radiation that travel at the speed 
of light.  They can cause skin burns, 
severely injure internal organs, and have 
long-term, physiological effects. 
 
 

Thinking About My Situation… 
 
If your department or jurisdiction is within the evacuation zones of a nuclear generating 
plant, no doubt there are plans and exercises for dealing with a radiological event.  You 
may have received training on how to respond. 
 
You might want to check to see how current the plans are, how recently your 
jurisdiction has had an exercise, what equipment you have, etc. 
 
Specifically, try to answer these questions: 
 
What standard operating procedures/standard operating guidelines (SOPs/SOGs) exist 
to protect the responders from radiation in case of an accident? 
  
  
  
 
How often does your agency exercise it's plans and SOPs/SOGs?  What were the 
results?  If corrections need to be made, has an implementation plan been developed? 
  
  
  
 
Does the facility transport its spent nuclear fuels through the jurisdiction?  How? 
  
  
  
 
How closely does the facility work with your agency in preparing for a radiological 
event? 
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Has the jurisdiction ever had a joint exercise with the facility?  [   ] Yes  [   ] No 
 
If so, what were some of the lessons learned? 
  
  
  
 
Have these lessons learned been integrated into training and future exercises? 
  
  
  
 
 
 
Asphyxiation 
 
Asphyxiants interfere with oxygen flow 
during normal breathing.  There are two 
types of asphyxiants:  simple and 
chemical. 
 
Simple asphyxiants generally are inert 
gases that displace the oxygen necessary 
for breathing, and dilute the oxygen 
concentration below the level that is 
useful to the human body. 
 
Chemical asphyxiants are far more 
serious.  Referred to as blood poisons,  

they are compounds that interrupt the 
flow of oxygen in the blood or to the 
tissues.  The asphyxiants prevent proper 
oxygen distribution and starve the body's 
cells of oxygen. 
 
In all cases, the cells of the body are 
starved for oxygen.  The asphyxiants 
prevent proper oxygen distribution. 
 
Examples of chemical asphyxiants 
include hydrogen cyanide (AC), 
cyanogen chloride (CR), phosgene, 
carbon monoxide (CO), aniline, and 
hydrogen sulfide. 
 
 

Thinking About My Situation… 
 
List some asphyxiants you have encountered in your experiences as a first responder. 
 
______________________ ______________________ _______________________ 
______________________ ______________________ _______________________ 
 
Did you or any of your colleagues suffer harmful effects?  [   ] Yes  [   ] No 
 
If yes, why? 
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How has your agency learned from these incidents? 
  
  
 
 
 
Chemical 
 
There are two broad types of chemicals 
used that can cause harm:  toxic and 
corrosive materials.  Both of these can 
exist as solids, liquids, or gases. 
 
Toxic materials produce harmful effects 
depending on the concentration of the 
materials and the length of exposure to 
them.  An individual can have chronic or 
acute exposures to toxic materials.  
Nerve agents are examples of toxic 
materials. 
 
Corrosive materials are liquids or 
solids causing visible destruction or 
irreversible alterations in human skin 
tissue at the site of contact.  They may 
be liquids that have a severe corrosion 
rate on steel or aluminum.  Sulfuric acid 
is an example of a corrosive material.  
Blister agents also behave like 
corrosives. 
 
Of all the hazards that fall under the 
umbrella of hazardous materials, 
chemical hazards are probably the ones 
you most frequently deal with because  
 

they are so common.  Yet, even though 
dealt with commonly by responders 
throughout the United States, personnel 
are still injured and killed.  Don't let 
your familiarity with this type of 
incident cause you to lower your 
preparedness. 
 
 
Etiological 
 
This type of harm involves exposure to a 
living microorganism, or its toxin, which 
causes, or may cause, human disease.  
Biological agents, such as anthrax or 
plague, are the most obvious examples 
of etiological agents.  
 
Again, the use of PPE will greatly 
enhance the responders' safety.  
Consider also that depending on the 
biological agent, respiratory protection 
can be increased by an action as simple 
as wearing a properly fit-tested N-95 
protective mask, although higher levels 
of protection may, in fact, be indicated 
for certain biological agents. 
 
 
 
 
 

Thinking About My Situation… 
 
Once again, refer to your department's or jurisdiction's emergency response plan. 
 
Is there any provision for dealing with an etiological hazard?  [   ] Yes  [   ] No 
 



IERT  Module 3 

- 43 - 

 
If there is a plan, what provisions are there for contacting the numerous health and 
biological services available through the State and Federal Governments?  
  
  
 
Do you currently work with your local health department and medical facilities to 
prepare for an etiological agent?  If not, what steps can you take to increase your 
cooperative planning with these organizations? 
  
  
 
If there is no plan, what are some possible implications for you as an emergency 
responder? 
  
  
 

Mechanical 
 
This most common type of harm 
causes trauma from contact with 
mechanical or physical hazards.  
One form of mechanical injury 
can result from an explosive 
device, in the form of shrapnel or 
antipersonnel materials, such as 
nails, contained in the explosion.  
Advanced planning and 
forethought are required to avoid 
this type of harm.  Other 
examples of mechanical harm 
include routine slip, trip, and fall 
hazards that are common to 
emergency response. It's easy to 
forget that these already account 
for a large number of responder 
injuries annually.  Add the stress 
of responding to a terrorism 
incident and it seems obvious 
that care has to be taken not to 
"cut corners" when it comes to 
safety. 
 
 
 

Psychological 
 
Sometimes we forget that a 
person can come away from an 
emergency response physically 
unhurt; yet still be injured.  
"Psychological harm" refers to 
the emotional impact that a 
response to a terrorism incident 
can have on you.  A terrorism 
incident may cause fatalities, 
numerous injuries--some quite 
grievous, disruption of essential 
community services, structural 
collapses, and so on.  Each of 
these may cause you or other 
responders to have psychological 
reactions.  These reactions may 
be immediate or delayed. 
 
Difficulty concentrating, sleep 
disorders, anxiety, emotional 
numbness, hypervigilance--these 
may all be signs of a 
psychological reaction to a 
terrorism incident. 
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Fortunately, there is a robust 
system set up to help you deal 
with these signs and symptoms: 
the Critical Incident Stress 
Management system as well as 
employee assistance programs 
and other such helpful networks.  
Work can be reassigned as 
needed. If you feel that you need 
help, get it.  There should be no 
stigma associated with taking 
care of this type of injury versus 
a physical one. 
 
 
Time, Distance, and Shielding--
The Keys to Self-protection 
 
Much of the traditional training in 
hazardous materials response builds on 
these three methods, originally 
developed by the military, even though 
often the explicit link is not made--time, 
distance, and shielding (TDS). 
 
 

 
Time 

You should spend the shortest amount 
of time possible in the 
hazard area and minimize 
the time of exposure to the 
hazard.  Time is an ally 
when the hazard can be 
expected to become 
gradually less hazardous.  

Use time to protect yourself at a crime 
scene.  Use techniques such as rapid 
entries to execute reconnaissance or 
rescue.  Minimizing time spent in the 
affected area also will reduce the chance 
of contaminating the crime scene. 
 
Further, once the parameters of the 
incident are known, personnel not 
needed at the scene should be placed 
back in service or sent to a Staging Area. 

 
Distance 

Whenever you can distance yourself 
from the hazard, you 
should.  Once again, 
personnel not needed at 
the scene should be 
placed back in service or 
sent to a Staging Area. 
It should be an absolute 

rule always to maintain a safe distance 
from the hazard area or projected hazard 
area.   
 
Use of the Table of Initial Isolation and 
Protective Action Distances as found in 
the North American Emergency 
Response Guidebook (NAERG) is 
advisable.  Remember that the greater 
the distance from the source of harm, the 
less the exposure.  Finally, it is generally 
advisable to be upwind and uphill of the 
source, if at all possible.  Atmospheric 
conditions, such as wind, humidity, and 
precipitation all may impact the 
dispersion of an agent. 
 
 

 
Shielding 

As it makes good sense for you to let 
time and distance work in your favor, 
maintaining significant physical barriers 
between you and the hazard makes 

equally good sense.  
Shielding can take various 
forms:  vehicles, buildings, 
walls, PPE, etc.  Use of 
PPE, including SCBA, will 
greatly increase your 
chances of a safe and 
successful response. 
 
Experienced bomb 

technicians remind us that "if you can 
see the bomb, the bomb can see you."  
Shielding means more than just putting 
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something big and heavy between you 
and "it." In fact, there are Bureau of 
Alcohol, Tobacco, Firearms and 
Explosives (ATF) established tables for 
determining evacuation distances.  
Contact your local ATF office to obtain 
more information. 
 
However, you need to remember that no 
matter how much shielding is available 
and how safe you think it is, always take 
full advantage of time and distance.  The 
three work best in tandem.

 

Implementing the Protective 
Measures of Time, Distance, and 
Shielding 
 
What is the appropriate course of action 
for you to avoid the range of potential 
hazards at terrorist incidents?  The 
following matrix may be helpful as a 
guide.  It will give you idea of the 
options you have. 
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Incident Characteristics TRACEM-P Hazards TDS Measures 
Biological  Community public 

health emergencies, 
such as a cholera 
outbreak or an anthrax 
threat. 
 
Focused response, such 
as in the discovery of a 
biological agent or its 
release. 
 
 

Etiologic and 
psychological. 

Time:  Minimum contact time.  
Some agents can be fatal very 
quickly and in small amounts 
(ricin). 

Distance:  Maximum when 
unprotected, including distance 
from those contaminated or 
exposed casualties. 

Shielding:  Maximum 
appropriate to the agent, 
including respiratory protection 
and splash protection. 

Nuclear  
 

Potential for a 
radiological dispersal 
device (RDD).  
Unlikely to experience 
a fission device. 
 

Primarily radiological.  
May include thermal, 
chemical, mechanical, 
and psychological. 

Time:  Minimum to reduce 
exposure. 

Distance:  Maximum from 
hazard. 
Shielding:  Dependant on type of 
radiation.   

Incendiary  
 

Multiple fires, unusual 
fire volume for 
structure, evidence of 
arson. 
 

Primarily thermal, but 
may include 
asphyxiative, chemical, 
mechanical, and 
psychological. 

Time:  Minimum exposure. 
Distance:  Maximum without 
PPE. 
Shielding:  Appropriate PPE; 
avoid potential collapse areas. 

Chemical  May include hazardous 
materials absorbed, 
inhaled, ingested, or 
injected.  
 
May include industrial 
(ammonia, chlorine, 
gasoline), chemical, or 
military agents. 

Primarily chemical, but 
may include thermal, 
asphyxiative, 
mechanical, and 
psychological. 

Time: Minimum exposure time 
and contact with product. 
Distance: Maximum from actual 
chemical remaining; uphill and 
upwind; away from 
contaminated areas and 
casualties, unless properly 
protected. 
Shielding:  Maximum shielding 
appropriate to the agent, 
including appropriate PPE. 

Explosive  Multiple hazards are 
possible with very 
unique situations. 

Primarily mechanical, 
but may include 
thermal, chemical, 
etiological,  
radiological 
and 
psychological 

Time:  Shortest interval, 
explosions take place in 
hundredths of seconds. 
Distance: Maximum.  Consult 
NAERG. 
Shielding: Maximum.  Avoid 
line of sight and remember 
potential for secondary devices.  
Beware of structural collapse. 

Psychological Immediate or delayed 
onset.    

Psychological, but may 
include other types of 
TRACEM-P harm. 

No specific TDS, however, 
awareness of possible signs and 
symptoms before, during, and 
after incident. 
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SUMMARY 
 
When dealing with a potential terrorist 
incident, you are facing something 
unusual, something that, perhaps, you 
never have faced before.  This could 
prove fatal, given the potential 
complexity of hazards and the 

specialized response skills needed.  The 
situation may require atypical responses. 
 
Before making any kind of response, 
you should evaluate the types of hazards 
involved and match to them the most 
appropriate response methods available 
to you.   
 
 

What I Will Do As Followup To This Module… 
 
Describe one or two practical, achievable steps you will take as a result of studying this 
module to help you to be better prepared to deal with one of the incidents described here. 
 
Step One:   
 
 
Step Two: 
 
 
How I will accomplish Step One: 
 
 
 
 
 
How I will accomplish Step Two: 
 
 
 
 
 
How think about how you can help your organization to take similar steps, but on a 
systemwide scale. 
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